Towards Encrypted Data Compression with Computational
Storage Drives

Linsen Ma Rui Xie Feng Chen
Rensselaer Polytechnic Institute Rensselaer Polytechnic Institute Indiana University Bloomington
Troy, USA Troy, USA Bloomington, USA
malinsen19980103@gmail.com xier2@rpi.edu fchen25@iu.edu
Xiaodong Zhang Tong Zhang
The Ohio State University Rensselaer Polytechnic Institute
Columbus, USA Troy, USA
zhang@cse.ohio-state.edu tzhang@ecse.rpi.edu

Abstract

Modern data center systems need to achieve several critical goals
in security, performance, and cost efficiency. However, realizing
these goals simultaneously is highly challenging. In secure data
storage systems, a common practice is to first compress and encrypt
data on the host side and then transmit it to the storage system
using a log-based structure. This approach, unfortunately, leads to
increased complexity and performance penalty. As an emerging
storage technology, Computational Storage Drives (CSD) can not
only offload heavy computation burdens to storage device hard-
ware, but also provide a virtualized logical storage space, creating
new optimization opportunities. In this paper, we showcase two
unique opportunities enabled by the new CSD technology in data
storage management. By replacing ordinary SSDs with CSDs, we
can realize efficient one-to-one mapping from host-side blocks to
storage-side CSD blocks, eliminating the need for a complex log-
based structure and the associated heavy-cost operations, such as
garbage collections (GC). Moreover, with a carefully redesigned
data format in each compression unit, CSDs can transparently re-
move redundant data across encrypted snapshots in data-intensive
environments, such as databases. We have developed a prototype
and conducted experiments on ScaleFlux’s CSD 3000 devices to
demonstrate the efficacy of these solutions. We hope that our sys-
tem investigations in this work provide valuable insight into CSDs
and inspire researchers and practitioners to explore additional cases
for adopting CSDs to improve the performance and productivity of
data center systems.
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1 Introduction

Modern data center systems are required to achieve several critical
goals: security, performance, and cost efficiency. Although each of
these goals is equally important, realizing one often comes at the
cost of another, which poses significant challenges for us to create
a well-balanced system in data center environments.

In data storage systems, this issue is particularly prominent. En-
cryption and compression are two major tools for securing data and
reducing cost, however, it is non-trivial to integrate them efficiently
in one system, because encryption randomizes data and destroys
data compressibility, leaving little room for compression to reduce
data storage cost. A commonly adopted solution is to first compress
data and then encrypt it before transmitting it to the storage system.
However, supporting such a data flow requires a complex log-based
structure and Garbage Collection (GC) for data management, which
unfortunately introduces significant I/O amplification and perfor-
mance penalty [22, 24, 36, 41]. As a recent advancement in data
storage technologies, Computational Storage Drive (CSD) brings
numerous new opportunities, which could address these challenges
and help us achieve the three important goals all at once.

The fundamental idea behind CSD, empowering data storage
devices with computing capability, dates back more than 20 years [4,
29, 38]. An important breakthrough in recent years is the maturity
of modern CSDs with transparent compression [25, 44, 45]. This new
category of storage devices, represented by products from Scale-
Flux [45] and DapuStor [25], integrate a powerful hardware engine
on device to compress data on the I/O path, without introducing
noticeable overhead on requests. By hiding heavy-cost compression
behind the standard Logical Block Address (LBA) interface, it trans-
parently compresses data in units of the standard 4 KB blocks and
presents an expanded “logical” storage space to the host system.

However, in the scenario of encrypted data storage, a long-
standing conception is that such hardware-level transparent com-
pression technologies are “incompatible” with encryption, because
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Figure 1: An illustration of (a) the I/O path of encrypted data compression and (b) AES-XTS encryption with LBA as initiation

vector (IV).

encrypted data are simply random bits and cannot be further com-
pressed, which renders these CSDs with transparent compression
merely useful in such environments. In this work, we will show
that this is not true. In fact, contrary to these previously widely
accepted misconceptions, our studies indicate that a proper use of
CSD with optimizations in systems and applications can effectively
help us achieve the three above-mentioned goals in a highly efficient
manner.

In this paper, we particularly exploit two new opportunities en-
abled by CSD with transparent compression, in the scenarios of data
management and databases. We hope that the two cases presented
in this paper can provide valuable insight and inspire researchers
and practitioners in the community to develop innovative use of
CSDs in data center systems.

We make the following contributions in this paper: (1) we in-
vestigate the unique properties of modern CSDs and their uncon-
ventional role in encrypted data compression, (2) we explore the
potential benefits and different means of utilizing high-speed trans-
parent compression on device, and (3) we develop two case studies
to demonstrate the unique opportunities of leveraging the virtual
storage space enabled by CSDs in data management and snapshot
handling.

The remainder of this paper is organized as follows. Section 2
provides background. Section 3 and Section 4 present the two op-
portunities enabled by CSD. Section 5 details the system implemen-
tation and evaluation results. Section 6 discusses the related work.
The final section concludes this paper.

2 Background
2.1 Encrypted Data Compression

Data compression and encryption have long been considered compute-
intensive operations. Recent hardware advancements have made
tremendous progress in accelerating these operations. Modern
CPUs, such as Intel’s Sapphire Rapids and IBM’s Power9/z15 [2],
integrate on-chip high-speed compression accelerators; DPUs, such
as Amazon’s Nitro [8] and NVIDIA’s Bluefield [13], also have em-
bedded compression/encryption accelerators for data center sys-
tems. These emerging technologies allow computing infrastruc-
tures to seamlessly integrate a hardware-accelerated compression-
encryption pipeline into the existing I/O stack, as illustrated in
Figure 1(a). It enables encrypted data compression for IOPS-critical
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Figure 2: An illustration of log-based management of
variable-length compressed/encrypted blocks.

block-level storage services, such as Amazon Instance Store and
Elastic Block Store [9], which are in strong demand among their
cloud-computing customers.

AES-XTS [18, 40] is widely used in practice for data storage en-
cryption. It combines AES (advanced encryption standard) [3] with
the principle of tweakable encryption [32]. As shown in Figure 1(b),
AES-XTS uses the LBA of each data block as the initialization vec-
tor (IV) input to the AES encryption process. As writing the same
data content to different LBAs would produce different encryption
output, it significantly enhances data security. However, from the
perspective of data compression, AES-XTS makes it very difficult, if
not impossible, to implement data deduplication [50] to reduce stor-
age cost through data compression, since each block now becomes
unique despite the same data content.

2.2 Block Management

Given the unpredictable and dynamically varying data compressibil-
ity, the storage management of compressed/encrypted data blocks
essentially behaves similarly to a key-value store: Each data item is
a key-value pair, of which the key is the LBA of the block and the
value is the variable-length compressed/encrypted data. Snapshots
can be supported by attaching a version number to the key.

To achieve storage space efficiency, these variable-length key-
value pairs need to be compactly stored on the storage media. Typ-
ically, a log-structured design [36, 41, 47] is used by appending
securely compressed data blocks one after another on storage. Such
an organization, though space-efficient, inherits many problems of
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Figure 3: An illustration of (a) CSD with built-in transparent
compression and (b) the expanded LBA space.

the log structure, such as time-consuming garbage collection (GC)
operations and I/O amplifications, as illustrated in Figure 2.

Note that the whole process is completely transparent to host-
side user applications. The storage system software is responsible
for managing the placement and storage of compressed/encrypted
data blocks, as well as other services, such as snapshots. From the
host application’s perspective, it only sees a standard 4 KB LBA
interface, which hides the above-said complexities behind the scene.
However, the performance impact induced by the log structure is a
significant challenge in handling workloads with a large amount of
small compressed data blocks.

2.3 CSD and Transparent Compression

Computational Storage Drives (CSDs) have emerged as a significant
breakthrough in data storage technologies in recent years. CSD
embeds computational capabilities directly in storage devices. A
distinguishing feature of modern CSDs is transparent compression,
which is performed entirely at the device level without explicit
involvement from host-side software. Commercial offerings, such
as ScaleFlux’s CSD [45] and DapuStor’s drives [25], incorporate spe-
cialized hardware accelerators in their controller chips to compress
and decompress data seamlessly on the storage I/O path.

As illustrated in Figure 3(a), a typical CSD integrates a dedi-
cated hardware accelerator within the storage controller System
on Chip (SoC), which automatically compresses and decompresses
data blocks (typically 4 KB in size) when being written or read.
This hardware-accelerated process adds minimal latency, only a
few microseconds, which is negligible compared to typical NAND
flash memory latencies (50 ps or more for reads, and around 1 ms
for writes). Thus, modern CSDs are capable of delivering nearly
identical performance in terms of IOPS and latency as conventional
SSDs, with substantially more usable storage capacity and cost
savings.

To efficiently utilize compression, modern CSDs provide an ex-
panded LBA space, as illustrated in Figure 3(b). The expanded LBA
space, characterized by an expansion factor aexp (e.g., 2X or 4X),
allows CSDs to accommodate compressed data flexibly. For exam-
ple, with an LBA space expansion factor aexp = 4, a CSD with

SSDBM 2026, August 11-13, 2026, San Diego, CA, USA

1 TB physical flash memory capacity exposes a 4 TB logical storage
space. However, a higher expansion factor increases the complexity
and the mapping table size of the Flash Translation Layer (FTL) on
device, demanding additional on-device DRAM size. Due to prac-
tical constraints, such as device form factor and production cost,
expansion factors are usually limited. Typical commercial CSDs set
an upper limit of atexp at 2 or 4.

A unique benefit of CSD with transparent compression is that
it provides a “virtualized” logical storage space. This enables us to
aggressively reserve certain storage space in advance and create
a sparse data structure, without worrying about wasting physical
storage capacity. For example, a logical 4 KB block can be inten-
tionally filled up by padding 3 KB of zeroes in the block, while
only consuming 1 KB of storage space physically. This property is
the technical foundation that enables the two novel optimization
opportunities as we show later in this paper.

3 Opportunity I: CSD in Data Management
3.1 Motivation

Traditionally, encrypted data compression involves host-side com-
pression followed by encryption and then transmission to the stor-
age side. Such an approach mitigates possible data breach during
transmission and facilitates end-to-end data security, but it results
in variable-length compressed data chunks, which cannot be per-
fectly aligned in storage.

As previously illustrated in Figure 2, a 4 KB logical block on the
host side is compressed into a smaller size, then encrypted, and fi-
nally transmitted to the storage. We call them compressed/encrypted
blocks. Since the data chunks received at the storage side are of
variable sizes, for the purpose of saving storage capacity, these
compressed/encrypted blocks need to be packed tightly one after
another in a log-based structure [36, 41], which is space-efficient
but unfortunately brings two performance issues:

First, since the variable-length data chunks cannot be perfectly
aligned due to the variable sizes, it demands an extra mapping
structure to map each host-side 4 KB logical block to the physical
location where it is stored. Second, updating a logical data block
becomes more costly. Because the data cannot be updated in place,
the new data needs to be appended in the log, while marking the
original data as “obsolete”; A Garbage Collection (GC) procedure
runs periodically to reclaim the space occupied by the obsolete
data in an asynchronous way. Note that the GC here refers to the
host-side recycling of logical blocks, rather than the device-level
GC for flash memory [5, 16]. As a result, these additional operations
cause amplified storage I/Os, increased overhead, more complexity,
and reduced performance.

The virtualized storage provided by CSDs enables a unique op-
portunity to simplify storage management: As CSDs can easily
remove zero bits at the device level, a data block compressed and
encrypted on the host side can be artificially bloated with zeroes
and stored in a CSD block, occupying the entire 4 KB logical CSD
block but only consuming a fraction of the physical storage space
on device.

As an example in Figure 4, given a 4 KB block on the host side,
say A, it is first compressed and encrypted, resulting in a 1 KB data
chunk, A’, which is later transmitted to the CSD; On the storage
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Figure 4: An illustration of the management of bloated com-
pressed/encrypted blocks with CSD.

side, A is first padded with 3 KB of zeros, becoming an artificially
bloated 4 KB block, A””, which is then stored in the CSD. Thanks
to the transparent compression capability, A”” occupies a full 4 KB
logical CSD block but only consumes 1 KB of physical storage in
flash memory.

Note that the purpose of adopting CSD here is not to provide
additional space saving, but to enable a one-to-one direct mapping
from the host-side block to the CSD block (A — A”’ in the previous
example). As a result, each host-side data block can be directly
in-place updated on the CSD storage space, which fundamentally
eliminates the need for the log structure and GC, as well as the
incurred I/O amplification and other management overhead on the
host side.

It is worth pointing out that this approach is enabled by and
only feasible on CSDs with transparent compression, because CSDs
can automatically compress away the padded zeros (see Figure 5).
With conventional SSDs, in contrast, storing such a zero-padded
4 KB block still consumes 4 KB physical storage capacity, regardless
of data content (even all zeros). Thanks to the high-speed PCle
interface, transferring the zero padding introduces only minimal
additional latency compared with the overall I/O path.

3.2 CSD-assisted Data Management

The above-said approach directly allows us to map a user-viewable
4 KB logical LBA block on the host side, in a zero-padded, com-
pressed and encrypted format, to a 4 KB CSD block on the storage
side. However, such a one-to-one mapping is implicitly limited by
the expansion constraint of the CSD:

Due to the limited RAM capacity on drive, the CSD device cannot
maintain an excessively large mapping table on device. Thus, the
logical storage space of a CSD device typically uses a conservative
expansion constraint, such as 2 or 4, meaning that a CSD with 1 TB
physical storage capacity can expose a 2 TB or 4 TB logical storage
(LBA) space for use by the host. However, in reality, the runtime
data compression ratio could be much higher, such as 10:1, meaning
a substantial waste of physical storage capacity if we adopt a one-
to-one mapping. Taking a CSD with 1 TB physical storage and an
expansion constraint of 2 as an example, due to the one-to-one
mapping requirement as described above, the CSD can only store
2 TB of user data, using only 0.2 TB of physical flash storage space
while leaving the remaining storage space unused.
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Performance vs. capacity. Let § denote the average data com-
pression ratio. If we strictly use a one-to-one mapping as described
above, to fully utilize the internal physical flash storage capacity,
the CSD’s storage space expansion factor aexp must be greater than
B, which however cannot always be possible in reality. To address
this issue, we need to make a necessary compromise in the design:
some compressed blocks need to share one logical CSD block.

The challenge is that sharing a logical CSD block could cause per-
formance problems: With multiple compressed/encrypted blocks
in a logical CSD block, I/O amplification would happen upon reads
and writes, because only a portion of the block is needed. On the
other hand, having a compressed block occupy an entire logical
CSD block would demand more logical block space, leaving physical
storage space underutilized, which is also undesirable.

Differentiated Data Management. Our solution is to differ-
entiate blocks according to their access locality and handle them
differently. For example, only allowing hot data blocks that need to
be frequently accessed to exclusively occupy a logical CSD block,
while packing multiple cold data blocks in one logical CSD block
to better utilize the space. With such a hybrid approach, we can
achieve the purpose of accommodating a large ff with a smaller a.

To accommodate a wide range of compression ratios under the
CSD’s storage space expansion constraint, we propose to partition
the CSD storage space into three logical regions:

e Hot region: Each 4 KB logical CSD block hosts only one 4 KB
host block, which is compressed, encrypted, and padded
with zeros. Blocks in this region can be directly in-place
updated without causing any GC operations. This region
stores update-intensive data, i.e., “hot” blocks.

e Warm region: For each 4 KB logical CSD block, we define
its fill factor {f;;; as the percentage of its 4 KB space being
occupied by real data. In other words, 1 — {;; of the 4 KB
space is filled with all zeros. Given the CSD’s space expansion
factor aexp, each logical CSD block in this region is filled
with one or multiple compressed/encrypted blocks, subject
to the fill factor of {f; = 1/@exp. For example, assume a
CSD could expand its logical storage space with aexp = 2,
the fill factor {g;y; is set to 50%. This region stores securely
compressed blocks with moderate amount of updates, i.e.,
“warm” blocks.

o Cold region: Each 4 KB logical CSD block packs as many com-
pressed blocks as possible, without any fill factor constraint.
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This region stores compressed/encrypted blocks with low
update probabilities, i.e., “cold” blocks.

The hotness of data blocks is estimated based on their update
intensity. Initially, all blocks are considered “warm” and are stored
in the warm region. During runtime, data with update intensity
greater than the update intensity threshold by, is promoted to the
hot region; Data blocks with update intensity lower than update
intensity threshold b,,/. are downgraded to the cold region. As
mentioned above, logical CSD blocks in the warm or cold regions
contain more than one compressed/encrypted block, and GC is ini-
tiated when a logical CSD block contains over 70% invalid obsolete
data.

Setting region size. A challenge is how to properly set the sizes
of the three regions. Let Cp,o¢, Cryarm. and C.,;4 denote the capacity
of the hot, warm, and cold regions, respectively. In adaptation to
the runtime data compressibility and data access characteristics,
we need to dynamically adjust the ratio of Cpy; : Cyyarm : Ceold
to keep as many update-intensive data blocks in the hot region as
possible, while complying with the CSD’s space expansion factor
constraint. To this end, we propose a dynamic hotness-based region
management algorithm, following the principle of linear regression.

As described in Algorithm 1, after a certain number (10 million
by default) of update operations, we recompute the current target
ratios hy, w;, and ¢; in get_target_ratio, and right-shift the up-
date intensity thresholds by, and b,,/., and the update intensity
counter b;, to avoid counter overflow and to phase out the impact
of older accesses. During this windowed period, every 1 million
update operations being processed, the system dynamically adjusts
the values of by/,, and b,, /.. Using the principle of linear regres-
sion, we implement this fine-tuned dynamic adjustment mechanism,
ensuring a gradual alignment with the target ratio assignments.

Algorithm 1 Dynamic hotness-based region management

hy, we, ¢t Target region capacity ratios
hy, wr, ¢ Current capacity ratios
Uops :  Update operation counter

bhjaws bavje Update intensity thresholds

Wy Lje Learning rate for by/,, and b,

bi :  Update intensity of each block

s Oy :  Mean and deviation of all blocks’ update intensity
B :  Average data compression ratio

®exp :  CSD’s storage space expansion factor

1: function Update_Thresholds(Ups)
2 if Upps mod 1M == 0 then
3 if Upps mod 10M == 0 then

4: ht, we, cr = get_target_ratio(py, Sy, B, @exp)
5 bh/w:bh/w/z’ bc/w:bc/w/z: bi =b;/2

6 else

7: bh/wzbh/w"'lh/wx(hr_ht)

8 bw/c :bw/c+lw/cx(wr—wt)

9.  endif

10: end if

11: end function

The function get_target_ratio dynamically determines the ca-
pacity distribution among the hot, warm, and cold storage regions.
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To simplify the model and improve stability, we fix the cold region’s
capacity at 20% of the total storage. Specifically, data blocks are
classified as cold if their update intensity b; falls below the thresh-
old p, — k - 8y, where py, is the mean update intensity across all
blocks and Jy, is the corresponding standard deviation. The thresh-
old factor k is empirically selected to ensure approximately 20% of
the blocks qualify as cold, thus aligning the cold region to occupy
20% of total capacity. Accordingly, the function can obtain the value
of target c¢;, based on which the function can calculate the value of
h; and wy as:

_ (aexp_l)'ﬁc

ﬂ_aexp
Wt:l—ht—Ct.

hy t

The rationale behind this process is to estimate a proper alloca-
tion that can fit the data that are classified in three categories in
the given CSD storage space according to the expansion constraint
and compression ratio.

Data relocation. When data residing in a logical CSD block
encounters a dynamic region resizing, it remains in the logical
CSD block until it is updated. Upon being updated, the data is
assigned to a logical CSD block in the new region, and the old data
is marked as invalid. Once a logical CSD block accumulates 70%
invalidated compressed/encrypted blocks, GC is triggered. During
GC, the GC thread moves the remaining valid data in the block to
new logical CSD blocks that belong to the new hotness level. Again,
note that the GC here refers to the garbage collection on the host-
side recycling of logical CSD blocks, rather than the device-level
GC for flash memory.

4 Opportunity II: CSD in Low-cost Snapshot
4.1 Motivation

In data centers, snapshots [31] are important for data backup, pro-
tection, and disaster recovery. However, within the scenario of
encrypted data compression, efficient snapshot storage becomes
challenging.

As mentioned earlier, AES-XTS [18, 40] combines AES (advanced
encryption standard) [3] with the principle of tweakable encryp-
tion [32]. As AES-XTS uses Logical Block Address (LBA) as an
initialization vector, snapshots of the same block that are stored in
different locations could be drastically different after encryption,
although the actual difference between pre-encryption snapshots
could be minimal. Consequently, traditional methods for dedupli-
cation and cross-snapshot compression become largely ineffective
with AES-XTS. Although snapshot systems could use techniques,
such as copy-on-write [35], to improve space efficiency, full-storage
snapshots are still required periodically. In this case study, we focus
on discussing the application of CSDs in the scenarios of full-storage
snapshots rather than incremental updates.

The transparent compression feature of CSDs offers a new oppor-
tunity to overcome this problem. We find that despite encryption-
induced randomization, substantial internal redundancy still remains
across encrypted snapshot versions. Thus, if multiple snapshot ver-
sions of the same data block were purposefully placed within the
same CSD compression unit, the CSD’s device-level transparent
compression still could effectively remove such data redundancies
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automatically, significantly reducing storage demands with snap-
shots.

4.2 CSD-assisted Low-cost Snapshot

Based on the finding that even after compression and encryption,
different snapshot versions of the same host block could still have a
high degree of similarity, we can leverage CSDs to reduce snapshot-
induced storage cost overhead.

As illustrated in Figure 6, for a LBA block, the difference be-
tween its 1st and 2nd snapshots is only a few bytes in the tail. With
the same compression/encryption algorithm and the same encryp-
tion initialization vector (i.e., LBA), the two compressed/encrypted
snapshots share an identical segment at the front. Leveraging the
transparent compression capability of CSD, we can reduce the stor-
age cost by storing multiple snapshot versions on the per-LBA basis
to the CSD.

Critical issue. Since the length of the identical segment de-
pends on the location of updates within the block, how the data is
updated would significantly influence the achievable compression
ratio between two encrypted snapshots of a data block. Thus, the
compressible cross-snapshot redundancy depends on how appli-
cations change the LBA block from one snapshot to another. For
example, if applications modify the very first or the last byte of
the block, the cross-snapshot redundancy would be none or almost
100%. Therefore, it becomes important to optimize the application’s
data placement strategy to purposefully create opportunities for
CSDs to remove cross-snapshot redundancy.

A case in databases. We demonstrate this potential opportunity
by using database’s index files as an example. Relational databases
typically use B+ tree index for data storage management, where the
B+ tree page size is a multiple of 4 KB (e.g., 16 KB in MySQL/InnoDB,
and 8 KB in PostgreSQL and Oracle). Conventional B+ tree page for-
mat results in low cross-snapshot redundancy, because it maintains
critical metadata in the header of each page, which are frequently
updated (see Figure 7). Moreover, randomly deleting and updat-
ing tuples that locate near the front of an LBA block would also
significantly reduce the cross-snapshot redundancy.

To create opportunities for compression, we intend to keep the
updates near the end of an LBA block. We propose an optimized
B+ tree page data layout as illustrated in Figure 7: (1) We move
the critical metadata to the end of each page, and (2) based on the
fact that B+ tree pages are typically 30~50% empty [21], we use the
intra-page empty space as a temporary buffer to log tuple updates,
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converting in-place updates to append-only updates. Only when
a page becomes full, it is reformatted by merging the intra-page
logged tuple updates into their home tuples. In this way, we can
keep the majority portion of the page unchanged, purposefully
creating opportunities for effective compression on CSD.

4.3 Discussion

Our snapshot optimization preserves data similarity across en-
crypted snapshot versions, which implies that coarse-grained, post-
encryption, inter-version change patterns may be revealed. An
adversary on the storage side who can observe the block traffic or
have access to the raw ciphertext versions, device-internal infor-
mation (e.g., compression ratio), or fine-grained timing behaviors,
may analyze and infer whether a prefix of a block is changed or
whether the updates are near the beginning or the end of a page. Al-
though precisely determining the location of change in the original
data format still remains difficult due to the unknown compression
and encryption process on the host side, this mechanism does not
provide update-locality confidentiality or snapshot-change privacy.
The security goal of this snapshot optimization is limited to pro-
tecting user data, or data confidentiality. It is worth noting that this
tradeoff is intentional and required to achieve storage efficiency.
For environments where exposing certain level of update locality
information is unacceptable, mitigation mechanisms, such as in-
troducing randomness to disguise updates, could be used but they
would reduce or eliminate the storage-saving benefit.

5 Implementation and Evaluation

5.1 Evaluation of CSD-based Data Management
We have implemented a prototype, called EZ-Store. As compressed

data is of variable sizes, the storage management of compressed/encrypted

data blocks essentially behave as a key-value store: Each com-
pressed data block is a pair of key, which is the LBA of the data
block, and value, which is the variable-length data chunk after
being compressed and encrypted. Written in C++, EZ-Store uses
a B* tree index and supports GET, INSERT, UPDATE, and DELETE
operations. On the host side, the user data is compressed and en-
crypted using LZ4 and AES algorithms. EZ-Store organizes the
compressed/encrypted data into hot, warm, and cold regions. Hot
data are stored with one compressed/encrypted block per logical
4 KB CSD block to enable direct in-place updates, while warm
and cold data may have multiple entries packed together within



Towards Encrypted Data Compression with Computational Storage Drives

Table 1: Compression statistics of different file types.

File type Per-4KB compressed block size (Bytes)
Mean Standard deviation
XLS 1,879 203
BMP 1,307 1,284

one logical block for high space utilization. The system tracks up-
date intensity online and dynamically migrates data across regions.
Garbage collection is triggered when the invalid-byte ratio of a log-
ical block exceeds a configurable threshold, which is set to 50% by
default in our prototype. The invalid-byte ratio is the total amount
of obsolete compressed/encrypted entries to the logical block size.
During garbage collection, EZ-Store relocates the remaining valid
compressed/encrypted entries to new logical blocks and updates
the corresponding B* tree metadata accordingly.

We compared EZ-Store with WiredTiger [49], RocksDB [39], and
BlobDB [12]. Designed to handle big-data workloads, WiredTiger
offers compatibility with various programming interfaces and good
scalability. RocksDB is a high-performance, embeddable, and persis-
tent key-value store that originated as a fork of the well-known Lev-
elDB [19] from Google. BlobDB is an integral extension of RocksDB
to efficiently manage large values or ‘Blobs’. The evaluations were
conducted on a server with a 2.30 GHz Intel Xeon Gold 5218 CPU
with 16 cores/32 threads, 384 GB DDR4 DRAM, and a ScaleFlux
CSD-3000 drive with built-in transparent compression.

5.1.1 Overall Performance. For the baseline performance evalu-
ation and comparison, EZ-Store, RocksDB, and BlobDB used the
same number (8 in this study) of GC/compaction threads, and we
use the default setting in WiredTiger. We considered YCSB-like data
access workloads with four different read/write ratios, including
write-only, 80% writes, 50% writes, and read-only. We configured
the size of each compressed/encrypted block according to the mea-
surement from open corpus [27, 28, 46] as shown in Table 1 and
chose XLS and BMP as two representatives.

Figure 8 shows the measured throughput and average latency.
Under write-intensive workloads, EZ-Store significantly outper-
forms the others. For example, under 80% write and XLS-type data,
EZ-Store achieves 167 Kops/s, representing 22%, 82%, and 67% in-
crease compared with BlobDB, RocksDB, and WiredTiger, respec-
tively. EZ-Store also exhibits correspondingly lower latencies than
the others. As workloads become more read-intensive, the four data
stores exhibit similar performance. This is because the read perfor-
mance heavily depends on the SSD read latency/throughput and is
weakly dependent on the data management/indexing structure.

5.1.2  Impact of Data Access Locality. We also test the throughput
and write amplification under write-only workloads with different
data access localities by using the widely adopted Zipf distribution.
As the Zipfparameter o increases (from 1.2 to 2.2 in this study), the
workload becomes more skewed with a higher degree of locality.
As shown in Figure 9, the throughput performance of all the four
data stores improves as the data access locality increases, because a
higher data access locality leads to a higher GC efficiency and hence
lower write amplification. It also shows the evident write amplifi-
cation reduction as data access locality increases. Compared with
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other alternatives, our approach consistently achieves the highest
throughput, since its three-region data placement can effectively
reduce the overall GC overhead and lower write amplification.

5.1.3 Impact of Compression Ratio. Figure 10 shows the through-
put and write amplification of write-only workloads when the
original 4 KB blocks are compressed/encrypted to 512 B, 1 KB,
1.5 KB, or 2 KB. We use synthesized data for the fixed-size com-
pressed/encrypted data. The CSD logical storage space expansion
factor aexp is set to 2. The figure shows that the throughput perfor-
mance improves as the size of compressed blocks increases. This is
because as the size of compressed blocks increases, it results in less
data fragmentation and hence lower GC frequency and write ampli-
fication. Compared with other alternatives, EZ-Store consistently
achieves higher throughput and lower write amplification. Our
approach also benefits the most from the increase of compressed
block size. This is because as compressed block size approaches
2 KB, the value of § reduces to 2, and as a result, more 4 KB blocks
on CSD fall into the hot region, leading to significantly lower GC
frequency and write amplification.

5.1.4 Impact of Dataset Size. To assess the scalability with increas-
ing dataset size, we conducted experiments with an average com-
pressed/encrypted data block size set as 1 KB, varying the total
number of data blocks from 10 M, 50 M, to 200 M. These configura-
tions respectively correspond to total dataset sizes of 10 GB, 50 GB,
and 200 GB. Results in Figure 11 show throughput degradation as
the dataset size increases, but EZ-Store still outperforms the other
data stores. As the dataset size increases, the update-induced stale
data blocks would spread over a larger region, leading to a lower
GC efficiency and hence a higher write amplification. As the dataset
size increases, the write amplification of all the four data stores
also increases, causing the degradation of data store throughput
performance.

5.1.5 Impact of Space Amplification. In log-based data storage,
the degree of write amplification depends on available storage
space, causing a tradeoff between space amplification and write
amplification. Space amplification is the ratio of the consumed
CSD’s LBA space to the live compressed/encrypted data size. At
the cost of a higher space amplification, setting a higher space over-
provisioning factor could improve the GC efficiency and hence
reduce the write amplification. EZ-Store allows users to configure
the permissible space amplification, and we accordingly studied its
effect on write amplification and throughput performance. Since
the CSD’s space expansion factor aex is 2.0, we varied the EZ-Store
permissible space amplification between 1.2 and 2.0.

Figure 12 shows the measured throughput and write amplifi-
cation under different space amplification (SA), where the com-
pressed/encrypted block size is 512 B, 1 KB, and 2 KB, respectively.
When the compressed/encrypted block size is 512 B and 1 KB,
EZ-Store’s throughput slightly reduces as the space amplification
decreases from 2 to 1.2. This decline is largely attributed to the
increased frequency of background GC operations. Accordingly,
the write amplification increases as the space amplification de-
creases, as shown in Figure 12. In contrast, when we increase the
compressed/encrypted block size to 2 KB, EZ-Store treats each data
block as “hot”, because the CSD’s storage space expansion factor
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Figure 10: Impact of compressed block size.

is 2. As a result, every update request is served in-place, without
triggering background GC operation. Therefore, the write amplifi-
cation remains as 1, leading to a consistently high throughput as
shown in Figure 12.

5.1.6  Impact of CSD Space Expansion Factor. Given the limited
DRAM capacity inside storage drives due to the cost and form
factor constraints, CSDs can only support a relatively small LBA
space expansion factor (e.g., 2~4). In the experiments presented
above, we set the CSD LBA space expansion factor aexp as 2. For
relatively small compressed/encrypted block sizes (e.g., 512 B and
1KB), setting aexp = 2 results in a small hot region capacity, thereby
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Figure 12: Impact of space amplification (SA).

increasing the degree of write amplification and GC operations in
EZ-Store. We performed additional experiments to further evaluate
the impact of CSD LBA space expansion factor.

Figure 13 shows the measured EZ-Store write amplification
and throughput under the write-only workload, where the CSD’s
space expansion factor aexp varies between 1.5 and 4. When com-
pressed/encrypted block size is 512 B or 1 KB, the throughput
increases as @exp rises from 1.5 to 4.0. This is because a bigger
CSD LBA space expansion factor enables a larger capacity of hot
region, leading to a lower write amplification and hence higher
write throughput performance. For instance, with an aexp of 4.0
and compressed/encrypted block size of 1 KB, all the pages will
be categorized as hot pages, eliminating the need for background
GC operations. When compressed/encrypted block size is 2 KB, the
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throughput improves when aexp grows from 1.5 to 2.5, as shown in
Figure 13. Since @exp = 2 is already large enough to eliminate the
background GC operation when compressed/encrypted block size is
2 KB, further increasing ¢exp cannot bring additional performance
benefits.

5.2 Evaluation of CSD-based Snapshot Storage

In this section, we evaluate the proposed CSD-assisted snapshot
management. We use the page format of MySQL/InnoDB as the
baseline, and optimize its intra-page data placement using the
scheme discussed in Section 4.2.

We implemented a simulator in C++, which constructs 16 KB
MySQL/InnoDB-style pages with the specified fill factor. The simu-
lator models the major components of an InnoDB page, including
the page header, tuple storage area, free space, and page directory,
and records the byte offset and size of each tuple in the page. In the
baseline case, tuples are placed following the original InnoDB-style
intra-page organization; In the optimized case, the same set of tuples
is reorganized according to our CSD-aware page placement scheme,
where in-place tuple updates are avoided and the page header is
moved to the end of the page. The simulator randomly selects a frac-
tion &p of tuples in each page to update between two consecutive
snapshots, generates the corresponding before- and after-update
page images, and measures the resulting cross-snapshot storage
cost reduction at the 4 KB CSD block granularity.

The achievable snapshot storage cost reduction depends on two
main factors, the cross-snapshot update intensity and page fill factor.
We study their impact individually as follows.

5.2.1 Impact of Cross-snapshot Update Intensity. To evaluate the
impact of cross-snapshot update intensity on the reduction of snap-
shot storage cost, we set the fill factor of each 16 KB MySQL/InnoDB
page as 70%. Let 6, denote the percentages of the tuples within
each page that are randomly updated between two consecutive
snapshots. We considered the scenarios with three different values
of 5p, from 5%, 10%, to 20%. As the value of5p increases, the content
of two consecutive snapshots have more difference.

As shown in Figure 14, with the original MySQL/InnoDB page
format, the cross-snapshot storage cost reduction quickly dimin-
ishes as Jp increases. This is because as J, increases, each 4 KB
LBA block is more likely to experience in-place updates closer to
the front, resulting in less and less cross-snapshot content simi-
larity after the host-side encrypted compression. In contrast, by
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Figure 14: Snapshot storage cost reduction with the original
and the modified page format with different update intensi-
ties.

avoiding in-place, intra-page updates and moving the page header
to the end, as proposed in Section 4.2, our optimized page format
can more effectively retain the similarity of cross-snapshot content
after the host-side encrypted compression. As a result, as shown in
Figure 14, we are able to consistently achieve more than 50% of the
cross-snapshots storage cost reduction.

5.2.2  Impact of Page Fill Factor. To evaluate the impact of database
page fill factor, we set the percentages of the tuples within each page
that are randomly updated between two consecutive snapshots &,
to be 10% and compare the storage cost reductions of the original
page layout and the modified page layout with the page fill factor
varying from 20%, 50%, to 70%.

[ Original page format @A Modified page format

60%
40%
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0% —
Fill factor =20%  Fill factor = 50% Fill factor = 70%
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Figure 15: Snapshot storage cost reduction with the original
and the modified page format with different fill factors.

As shown in Figure 15, as we increase the page fill factor, more
data is written into the storage and the percentage of storage saving
also increases. However, with the original page format, even if the
fill factor increases to 70%, the storage cost reduction can only
reach about 20%, because the header’s metadata structure needs
to be updated regardless of the fill factor or update intensity. In
contrast, our optimized page structure can consistently achieve
high storage cost reduction of over 40% under different fill factors,
since our optimized page format moves the page header to the end
and avoids inefficient intra-page in-place update.
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6 Related Work

Secure data storage. Modern computing infrastructures empha-
size not only processing capabilities but also stringent data secu-
rity [7]. As data center systems evolve, secure cloud storage be-
come increasingly important for cloud services, such as Microsoft
Azure [34], Amazon Web Services (AWS) [6], Google Cloud [20] and
IBM Cloud [26]. In order to protect sensitive information against
cybersecurity threats, these providers often have a variety of rig-
orous measures implemented for data security. Central to these
efforts is the deployment of advanced encryption protocols and
strict access controls that ensure data integrity and confidential-
ity [33, 37, 42]. These platforms also employ comprehensive data
management strategies, such as regular security audits and real-
time threat detection, to maintain a secure environment [1, 11, 43].
Data compression and encryption accelerator. Data compres-
sion and encryption are computing-intensive tasks. Modern CPUs,
such as Intel’s Sapphire Rapids and IBM’s Power9/z15 [2], fea-
ture on-chip compression accelerators. DPUs, such as Amazon’s
Nitro [8] and NVIDIA’s Bluefield [13], embed compression and en-
cryption accelerators, which effectively enhance performance in
data center systems. Previous work on LPC [15] also made an effort
to manage compressed and encrypted data on conventional storage
with a compression utility. Our work, in contrast, leverages the new
CSDs with an on-device, hardware-based compression engine and
specially develops a CSD-based design for secure data management.
Our study shows that CSD with transparent compression abilities
plays a crucial role in achieving an efficient mapping structure
between the host and the storage.

Computational storage drives. Computational storage drives
have garnered high interest in recent research and are available
in the commercial market. Notable examples include Samsung’s
SmartSSD [44], ScaleFlux’s CSD [45], and DapuStor’s products [25].
These developments are highlighted in several studies [10, 14, 30,
48], which explore the potential for database management systems
to exploit computational SSDs with built-in transparent compres-
sion capabilities [17, 22-24, 51].

7 Conclusion

This paper demonstrates the great potential of adopting CSD tech-
nology for efficient data management in storage systems in modern
data centers. By leveraging the unique properties of CSDs and
carefully optimizing systems and application designs, our study
shows that CSDs can enable numerous new opportunities to help
us achieve the goal of building a well-balanced system. We hope
that through the two highlighted cases, this work can inspire re-
searchers and practitioners to further exploit opportunities with
this new data storage technology to build secure, high-performance,
and cost-efficient data center systems.
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